Parents’ Bill of Rights for Student Data Privacy and Security

BOCES 2 has created this Parents’ Bill of Rights for Student Data Privacy and Security
in accordance with New York State Education Law § 2-d. The purpose of this bill of rights is to
inform parents and the community about protecting privacy and security of student, teacher, and
principal data.
The following is your right as a parent:
1. BOCES will not sell or release your child’s personally identifiable information for
any commercial or marketing purpose.
2. In accordance with Policy #6230, parents have the right to inspect and review
their child’s complete education record, including data stored or maintained. This
policy can be found on the BOCES 2 website.
3. Federal and state laws protect your child’s personally identifiable information as
confidential. BOCES makes every effort to secure confidential student data
through the use of firewalls, encryption, user authentication and secure logins for
storage and transfer of data.
4. Parents may review the complete list of student data elements collected by the
state education department at
http://www.p12.nysed.gov/irs/sirs/documentation/NYSEDstudentData.xlsx.
5. Parents may file a complaint about an alleged privacy data breach on the part of
BOCES or a third party vendor to Michelle Ryan, Director-MAARS, 585-3499061, mryan@monroe2boces.org, or Joe Kelly, Assistant Superintendent for
Instructional Programs, 585-352-2415, at Monroe 2-Orleans BOCES, 3599 Big
Ridge Road, Spencerport, NY 14559, or to the New York State Education
Department directed to the Chief Privacy Officer, New York State Education
Department, 89 Washington Avenue, Albany, NY 12234, email to
CPO@mail.nysed.gov.
6. For a contract with a third party vendor where the vendor receives student,
teacher, or principal data, the contract will state the exclusive purpose for the
vendor’s use of the student, teacher, or principal data. The vendor will provide
assurances that any student data shared with the vendor’s employees, or
subcontractors, will abide by data protection and security requirements; the
disposal of data upon the contract’s expiration and the security protections to
ensure retained and stored data will be protected and whether said data may be
encrypted. Challenges to the accuracy of the student, teacher, or principal data
will be made in accordance with Policy #6230.

